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The Intrusion Detection System Network Model of Performance Measurement on

Local Area Network

a a o

P a g1 a o o A 2
R590UN] ALATUTANIA §95NT ﬂﬁmmgmm

NMINLIALUBINNFUNN, NUNINELIFLUBITNNTUNN
amirmatulagdarsauma anzimatuladansaumea
NUNINERBUBINNTUNN
UNAREa
'luummmiﬂumaﬁnLmu@mmm@mﬁmﬂmm@mm%’m@L@“w.faml,fa@-mﬁﬁ (NSL-KDD) ifield
AMFURRL A ULULTEUUAIA A8 LN TYNINLIBLATET RN TUF 0 Imﬂﬁf‘imqﬂ?zmﬁLﬁmmmﬁﬂﬁmz

v

(Attribute) §mFuld U199 uUNNIYNIN wazudszAnBniweonnudngn nneaEiunadsAsell Innsld

©

fayaangadeyan1nsgIu NSL-KDD Tun1s3ins1edigtiiuunisyngn a1uau 41 AnuANE0Ly 62,984 szl

TnganuddaaziaanlditanAuanwaiy 5 38 A Gain Ratio, Information Gain, RelieF, Symmetrical

q

& o A

Uncertainty ua Filtered iiaAniaananiansus ifidusounudeyalunimaseulidasninfesas 80 aulil

= ¥ 4 o o dl v o o o v o o dl dl Y
ga95zileudays udotinAnAnHue liNNIARdUA (Rang) waanluanAuansusRmunzan e 4
AmFuauunnisyngn 4 Usewnn faaiuae nislauBuuy Denial-of-Service (DOS), Remote to Local (R2L),
User to Root (U2R) waz Probing wanisluanazls 17 amuanmniy Aaiunsatiianlunisaiuunnisiaug was
annisasanudnlseansninauusugnlunisuannistanfuuy DOS Wiy 99.1% n1stanmuLL Probe
99.5% nnslanAuuy R2L 98.5% uaznislanfuuy U2R 99.7% awnsnagdlddnnisanpudnunizaesdeys
denasiatsz@nanan IneliAngetlsz@nsningandiniamenamidneuzing1438n1s1ladansutlaitesasing

=
AL

o—

NENATY: NIATIAABLNITYNGN, LATALNEIANITLTII

o

Abstract

This article is a demonstration of NSL-KDD feature selection for developing an intrusion
detection system model on a local area network. The purpose is to reduce the attribute for use in the
classification of Intrusion and find the precision performance. This research data came from the NSL-
KDD dataset that were used to analyze the 41 attribute of 62,984 records. The research used five
methods to reduce Gain Ratio, Information Gain, Relief, Symmetrical Uncertainty and Filtered for using as
a test data substitution for at least 80 percent of data records. Then evaluate attribute ranking and then
vote for the appropriate attribute to identify four types of intrusions Denial-of-Service (DOS), Remote to
Local (R2L), User to Root (U2R) and Probing. The result of the vote will generate 17 attributes that can be
taken in the classification of attacks. 99.1 % DOS attack probability, 99.5% Probe attack probability,
98.5% R2L attack and 99.2% U2R attack.



In summary, the result indicated that reduction of attributes impact higher performance value
than feature selection using one of the methods alone.
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